
9
TH

 CONFERENCE WITH INTERNATIONAL PARTICIPATION ON 

KNOWLEDGE MANAGEMENT AND INFORMATICS, Kopaonik 2023. 

 

181 

 

ANALYSIS OF CAP UTILIZATION POSSIBILITIES IN DISASTER 

MANAGEMENT SENSING, FAST DATA TRANSFER AND RELIEF 

OPERATIONS 

Goran Janaćković1, Dejan Vasović2, Bojan Vasović3, Milan Deletić4, Velimir Deletić5 

Abstract: We are witnessing that various adverse events in nature, as well as technogenic events in 

communities, are becoming more frequent and their effects more devastating. Settlements are increasingly 

located in areas that can suffer the consequences, so it is necessary to adequately inform the public about 

potential problems that may arise in their immediate living environment. Application of modern technologies 

can improve the level of public information about possible consequences, as well as to improve communication 

between different stakeholders. This paper presents the application of the Common Alerting Protocol (CAP) for 

the purpose of the disaster management. 
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1. INTRODUCTION   

Emergency conditions, states of emergency, emergency situations and crises require a quick 

reaction, but also the ability to manage information regardless of whether they are at the level of an 

organization, a local community or a state [1]. The need for information, even in emergency 

conditions, develops very quickly. The existence of information is of crucial importance for the 

continuity of the organization's operations, that is, the continuity of the functioning of the local 

community, because it affects an adequate response to the occurrence of adverse events [2], [3].  

Almost every organization affected by an emergency situation faces a lack of information before 

or at early stages of the emergency situation. The communication flow in the period of emergency 

conditions depends on the level of communication preparation, where better preparation results in 

better information management and appropriate organization of humanitarian logistics [4]. For that 

purpose, many managers already have prepared message templates that they will apply in advance in 

the event of an emergency, situation or crisis [1]. Templates are populated with key information as it 

becomes known. However, the use of appropriate information and communication technologies 

(ICTs) can significantly improve data exchange for disaster and emergency relief situations [1]. 

Further, it can support disaster risk management in local communities [2], [5], [6]. In [2], the authors 

stated the importance of construction of adequate information and communication networks during 

the planning stage.  

Modelling of adverse events can be of great benefit for adequate decision-making in the local 

community, since adequate and timely engagement of the necessary resources is the key to reducing 

the negative consequences of adverse events [5]. That is reason why the analysis of appropriate 

models becomes increasingly important [7], whereby different models are applied in different phases 

or stages of adverse events. In certain situations, there is insufficient data, but this can go to the 

completely different extreme, when there is too much data available, so that decision makers 

experience overload. Some scholars identify the application of social media, intelligent technologies 

and artificial intelligence as possible solutions for efficient disaster information management [8], [9], 

[10].  

2. DISASTER INFORMATION MANAGEMENT  

Disasters are unexpected events, the consequences of which are great, and most often exceed the 

capabilities of the local community to adequately respond to their occurrence. Therefore, effective 
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cooperation of different actors is needed in the process of preparation and response to the occurrence 

of such events [11]. In order for management to be appropriate, it is necessary to have adequate and 

timely information about the situation on the ground and the consequences of adverse events.  

In the process of disaster management, two extreme situations occur. Information is missing at 

the beginning. It is usually called information gap. To avoid rumours, the information gap needs to be 

filled as soon as possible with timely, accurate and reliable information. Information plays a key role 

in recognizing the dimensions of a state of emergency or situation, and its distribution in the public 

affects the perception of it among citizens. Inadequate internal and external communication cause the 

failure to recognize an emergency or even the situation worsening in public. On the other hand, the 

need for information can lead to information saturation or information overload, when it would be 

hard to filter adequate information and distribute it to decision-makers and the public. 

2.1. Media in emergency conditions 

Every emergency situation has the potential to create an interesting story and as such is reason 

enough to involve the media. Any institution caught in some of the extraordinary conditions, 

conditions or situations must be aware that the media want information and have the right to it. They 

want to know what happened, how much is the damage, and if there are any injured persons, why did 

it happen and who is responsible. The information given to media must be precise because it affects 

public perception and the formation of attitudes about responsibility. The society must be familiar 

with basic disaster information, potential hazards and basic protection measures. There are certain 

guidelines for effective communication during a disaster, including creation of a communication 

centre, organization of press conferences, applying the procedures to remove the damage, and collect 

the data.  

2.2. Emergency protocols 

In order to simplify data exchange during disasters, various protocols have been introduced. They 

formalize the process of information exchange by defining specific message forms. For example, the 

Specific Area Message Encoding (SAME) is the legacy protocol for current systems, developed by 

NOAA and used in the EAS [12]. In the SAME system, messages consist of four main parts, where 

the first and last are digital and the other two are audio signals. Modern systems are based on 

structured messages, the specific elements of which define the type, meaning, source and destination 

of the message being transmitted. For example, the Emergency Data Exchange Language (EDXL) is 

based on the XML, and defines how to exchange messages helping disasters information sharing 

among state representatives and different other stakeholders [13]. The EDXL defines standard 

messaging formats for communications among the actors during the disaster management, with the 

aim to enhance the speed and quality of coordinated response activities by allowing the exchange of 

information in real time. It supports resource data exchange and message distribution. Another 

important OASIS standard is the Common Alerting Protocol (CAP), which is related to the EDXL, 

because it enables CAP to be incorporated into alerting messages. The CAP is in flexible format 

providing different types of data (video, audio, text), georeferencing and digital encryption [14]. It is a 

data exchange standard used for alerts and event notification.  

3. ALERTING PROTOCOL EXAMPLE AND APPLICATIONS 

Figure 1 shows the CAP capabilities. It can be used as a universal adapter for warning messages. 

It can supplement or change any single-purpose interface among different sources of information and 

dissemination media.  
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Figure 1 - Schematic representation of CAP capabilities [14] 

To be able to perform this function, CAP defines a specific structure which is applied to warning 

messages which are sent to different stakeholders. According to [14], the main application of the CAP 

alert messages is to be a single input for activation of alerting and/or public warning systems.  

3.1. The CAP alert message structure and representative scenarios  

According to the [14], each CAP message consists of an <alert> segment, which may contain one 

or more <info> segments. They may contain one or more <area> and/or <resource> segments. The 

segments of the CAP alert massage are shown in Table 1. The CAP messages describing the alert (as 

the value of a <msgType> tag) should include at least a <info> element with corresponding values. 

 

Table 1 - The structure of a CAP alert message (based on [14]) 

The segment The description 

   <alert> Contains basic information about the message - the purpose, source and status. 

  <info> Describes an event in terms of its urgency, severity and certainty. 

        <resource> Optional reference to additional information related to the <info> segment (digital asset). 

         <area> Describes a geographic area to which the <info> segment in which it appears applies. 

 

CAP alert messages are created based on the scenarios shown in Table 2. The scenarios are 

defined based on different sources of information that need to be forwarded in the notification or 

decision-making system. They include sending messages, aggregating messages to show the current 

situation on the ground, but also cancelling previously sent messages if they are not needed or not 

accurate enough. 

 

Table 2 – Different scenarios which defines the CAP (based on [14]) 

The scenario The description 

Manual Origination The incident manager generates the message about an event onsite. 

Automated Origination  Automatically generated by autonomous sensor system. 

Aggregation and Correlation  Presentation of the situation on real-time map at the command center. 

Integrated Public Alerting All warning systems in a community can be activated simultaneously. 

Repudiating a False Alarm Broadcast systems send the cancellation message.  

 

A CAP message can activate multiple warning systems, thus reducing the cost, complexity and 

delays in sending warnings. On the receiver side, alerts from multiple sources can be presented as 

local, regional, or national alerts. 
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3.2. Examples  

In this section, some examples of the application of the protocol for displaying warnings about 

the occurrence of adverse events related to extreme climatic conditions are presented. Figure 2 shows 

an example of an official severe weather warning of hurricane-force gusts. Colour coding was used to 

visually display the level of danger on the map of Europe, whereby the red colour represents the 

highest level of danger, which marked the selected area.  

 

Figure 2 -  A warning about the possibility of severe weather conditions 

 

Figure 3 shows the warnings at the level of the whole country. Unlike the previous image, where 

the level of danger is colour coded, here the colour coding is done based on the type of danger. 

Different types of warnings are colour-coded, so that the type of danger that exists in a certain part of 

the country can be identified based on the colour. Colour coding is also shown at the level of local 

communities, with more details on hazards. 

 

Figure 3 - Warnings at the country level, National Weather Service (NWS) Public Alerts available in XML/CAP format 

 



9
TH

 CONFERENCE WITH INTERNATIONAL PARTICIPATION ON 

KNOWLEDGE MANAGEMENT AND INFORMATICS, Kopaonik 2023. 

 

185 

 

4. DISCUSSION  

Without using the specific communication protocol or a sort of standard, emergency messages are 

usually plain unstructured text. With the existence of the CAP standard, emergency alert formats can 

easily be used to send alerts to critical groups via online notifications, messages, or some other type of 

notification, regardless of the location of the person in the critical area. Table 3 presents the document 

object model of the message used to describe an adverse event. The additional information is given 

for available resources, such as files. 

 

Table 3 – Alert message structure – document object model (based on [14]) 

The object The structure 

alert Message ID, Sender ID, Sent Date/Time, Message Status, Message Type, Source, Scope, 

Restriction, Addresses, Handling Code, Note, Reference IDs, Incident IDs 

info Language, Event Category, Event Type, Response Type, Urgency, Severity, Certainty, Audience, 

Event Code, Effective Date/Time, Onset Date/Time, Expiration Date/Time, Sender Name, 
Headline, Event Description, Instructions, Information URL, Contact Info, Parameter  

resource Description, MIME Type, File Size, URI, Dereferenced URI, Digest 

area Area Description, Area Polygon, Area Circle, Area Geocode, Altitude, Ceiling 

 

The standardization of messages helps ensure consistency in the information transmitted over 

multiple delivery systems. It is also very important aspect of warning effectiveness. CAP format 

enables aggregation of event messages came from different sources, which increases the situational 

awareness and identification of potential problems. Interoperability enables collecting data from 

different sources and broadcasting to corresponding users based on their locations and relevance. 

Furthermore, the CAP messages can also be used to interact with specific sensor systems as a format 

for reporting about significant events. The previously shown message object model fully enables this 

functionality. 

 

5. CONCLUSION 

When a major danger or alert is imminent, technical agencies send notifications and warning 

systems are activated. It is important to mention that every public alert system, from local 

communities to the entire nation, has specific systems, protocols and methods. Warning authorities 

have long relied on commercial media to disseminate public warnings, such as broadcast warnings on 

radio or television channels.  

The development of new technologies has made it possible to directly reach a larger number of 

individual members of society using the everyday means of communication they use. The use of 

appropriate protocols and structured messages enables each individual to receive notifications about 

the occurrence of adverse events and potential dangers to which the users are exposed in their 

environment based on their locations and relevance, and decision-makers a more complete insight into 

the situation based on information received in a timely manner from various sources. 
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